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Staying safe online 

The internet is stuffed-full of great activities, content, lovely people and much to discover, 

however just like the rest of the world, there are some people who are not so nice. You may 

have heard about viruses, scams and other internet nasties.  

Free Staying Safe Online training is available to colleagues, family members and people 
living with us free of charge. The training can be done from anywhere and anytime by using 
these links:  

• Main course: https://www.knowbe4.com/homecourse (password is homecourse)  

• Children’s version (uses cartoons): https://www.knowbe4.com/cybersecurity-activity-
kit (no password)  

Below are a few tips on ways to avoid the more unpleasant aspects of being online.  

For further details you can find the Government’s advice and information on being safe on 

the internet by searching for: Cyber Street Wise. 

General  

For lots of services like email and shopping you will need a secret password so that only you 

can access your personal information. It is good to have a strong password which means it 

should contain multiple short words and a number or symbols such as !, @ or £. You should 

use all of them for a really strong password.  

If you are doing shopping or banking online you should look for the padlock symbol near the 

top of the web browser next to the web address. This should appear when you are providing 

your bank details and if it isn’t there then it is best to avoid the website. It should look 

something like this: https://www.ebay.co.uk 

Bad adverts  

Avoid adverts you see around the internet that offer ‘free’ items or tell you that ‘you have 

won a prize’. Especially avoid any which tell you that they have ‘detected a threat’ or tell you 

that ‘your computer is infected’ as these are likely to be lies. 

Scams  

As with all other forms of communication, such as telephone and post, there are people who 

might try to trick you into handing over personal information or money. If you receive a 

phone call from anyone telling you that there is a fault with your computer, hang up, as there 

is no way that someone can know if your computer has a fault. If in doubt you can contact 

your local police station who will be aware of local, as well as national and international, 

scams.  

Be aware that some scams ask you to call back, but they are still on the phone while you dial 

as they have not ended the call on their end.  

If you receive an email which says it is from a bank, shopping website or anyone else that 

asks for you to provide personal information then this is likely to be a scam, or at least it is 

safer to assume it is. Always go to the website or phone the company directly. 

 

https://www.knowbe4.com/homecourse
https://www.knowbe4.com/cybersecurity-activity-kit
https://www.knowbe4.com/cybersecurity-activity-kit
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Viruses (and other bad bits)  

Your computer, tablet or smartphone can become infected by little digital things called 

viruses or malware. These can change the way it works, make it be very slow, make adverts 

pop-up everywhere and in the worst cases allow someone to steal your personal 

information.  

To stop this happening, you will need anti-virus and firewall software. Different operating 
systems or devices require different software. If you would like further information on this, we 
advise you access the latest recommendations online via Lifewire and Techradar, as 
recommended by our cyber security experts. Further information can be provided.   

Please ensure you check that any software you install on your device is suitable and 

compatible with your existing set-up. 

https://www.lifewire.com/best-free-antivirus-software-4151895
https://www.techradar.com/best/best-free-firewall

